bankomar HE JTOJIKEH BBITJISAJIETH
noxo3putensHo. O0paruTe BHUMaHUE HA TO, HE
NPUKPEIUICHbl JM K HeMy Kakue — JInbo
JOTIOJTHUTENBHBIE YCTPOMCTBA, HE MUMEIOTCS U
Ha DJKpaHe JONOJHUTEIbHbIE HHCTPYKLHUH,
HAJIIUCHU U JIP.

6. He moab3yiiTech coBeTaMu TPeTbUX JHUL U
He mpuleraiiTe K NOMOIIM HE3HAKOMIIEB IIPH
BO3HUKHOBEHHMH mpobiieM B  pabore ¢
OankomatoM. B Takom ciydyae HEOOXOIUMO
cpa3y e I03BOHHTh B CIYXOy IOAIEPKKU
KJIMEHTOB 0OaHKa, Tene(OHbl KOTOPOH, Kak
[IpaBWJIO, YKa3aHbl Ha OaHKOMATE.

7. He nmepenaBaTth KapTy APYruM JMLaM, Bce
omnepalnuu ¢ KapTOH OJKHBI IPOBOJUTHCA Ha
Bammux rimaszax. B TOproBsix TOUKax, pecTopaHax
u Kade Bce ICHCTBUSA C IUIACTUKOBOW KapTOH
JOJDKHBI MPOUCXOUTh B Bamem npucyrcTBUM.
B nmporuBHOM ciayyae MOLIEHHUKH MOTYT
MOJIYYUTh PEKBU3UTHI KapThl U TPHU TTOMOIIU
CHEUHUAJIbHBIX YCTPOMCTB HCIOJIB30BATh UX B
JaTbHENIIIEM 17151 U3TOTOBJICHHS TIOIIEIKH.

8. Hoab3ysics kaprtoii B cetu «UHTepHeT»,
BHUMATEIIBHO OTHOCUTECH K CBOEBPEMEHHOMY
OOHOBJICHHIO AHTUBHUPYCHOM mnporpammsl. He
COBEpIIAWTEe TOKYIKA Ha IOJ03PUTEIbHBIX
caiftax, oOpaiaiiTe BHHMaHUE Ha MOJJEPKKY
caiitamu TexHonoruu 3D-Secure.

He nepxurte Ha Kapre, KOTOPYIO HCIOJIb3YETE
U1 TUIatexeil B cetu «HTepHeT», KPYIHYIO
CyMMY. Hns COBEpILICHUS MOKYTIKH
JTUCTAHIIMOHHO JIydilie O(QOPMHUTH OTAEIbHYIO
KapTy WX BBIIYCTUTh «BUPTYAIbHYIO KapTy».

9. Ecau kapra yTpadeHa WJIH eCTh NO03pPeHHs,
YTO JaHHbIEe KAPThl CTAJIM M3BECTHBI TPeTbeMy
JIMIy, HE3aMEUIMTENIbHO TI03BOHUTE B OaHK U
3abnokupyiite kapty. Ecnmu Bel moakioueHsl K
cepBucy «MoOUIBHBIN OaHK», TO OJOKHPOBKY
MOJKHO CJieaTh MpH MOMOIIM HampasieHus: SMS-
YBEIIOMJICHHSL.

10. He coobmiaiiTe maHHbIC KapThl, IEPCOHATBHBIC
JaHHBIC, KOJIBI, CBEACHUS, coaepxkammecs B SMS-
YBEJIOMJICHHSIX, IOCTOPOHHUM JinniaM. He naBaiite
HHUKOMY JOCTyn K Bamei kapre uepe3 OHJIAWH-
OAHKMHT.

11. Perynsipuo mensiiite PIN-kox Bameii kapTthbl.
Oco0eHHO TMOCiIe 3arpaHUYHBIX TIOC3/I0K WM
CHSITHS JICHET B MOJIO3PUTEIILHBIX MECTaX.

Touabko Bama OMMTEIBLHOCTH "
BHUMATEJILHOCTL NOMOkeT Bam He crarh
7KePTBOM NMpecTyIIeHn!
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baHkoBCcKHe IJIACTHKOBBLIE KapTbl -—
crocoo0 COBEPILICHUSA MPECTYIICHU A

baHKOBCKHME TIACTUKOBBIE KAPThl KaXIbld U3
HAC MCHOJIb3YET B MOBCEIHEBHOM KU3HM.

OHM YIPOINAIOT MPOLECC OIJIAThI, a TJIaBHOE —
ABJIAIOTCA I[OHOHHHTCHBHOﬁ 3aL[[HTOI>'I JUISA
JICHEXHBIX CpPEACTB, BEIb YKpaJcHHas KapTa
Oecmoinesna, ecau He 3HaTh PIN-ko.

Ho ©Oe3omacHOoCTh cpeAcTB, XpaHUMBIX Ha
0aHKOBCKOM CHYETE, 3aBUCHT B TIEPBYIO O4Yepellb
OT TOro, CcoOJNIOAaeT BlajeNel] MpaBHUiIa
NOJIb30BAaHMS KapTOW HIIH HET.

HeGpexxHoe oOparieHue ¢ KapToil paboTaer Ha
PYKy  MOIICHHHKAaM, KOTOpPhIE IOCTOSHHO
W3BICKMBAIOT ~ HOBBIE  CIIOCOOBI  oOMaHa
BJIAJICNIBLIEB KapT.

Camoe TpyaHOE I MOIIEHHUKOB — Y3HATh
PIN-kox. Jlmsi STOro MOTYT HCIONB30BATHCS
pa3UYHBIE CIIOCOOBI.

B nepByro odepess, 3TO OrameHne CBeICHUH 0
PIN-xone camum nepxareneM kapTel. MMeetcs
B BHJY, HampuMep, €ro 3aluch Ha KapTe WIH
KaKoM-TH00 ApyroM Hocutene (JIucT Oymaru,
3arucHasi KHWDKKA | JIp.), XpaHHUMas BMeECTe C
KapTou.

Taxxke KapThl MOTYT OBITh HCIIOJIB30BAHbI
JIIOBMHU c IIpeABapUTEIILHON
ocBemoMieHHOCTBIO 0 PIN-xome: unenamm
CeMbH, OJNM3KUMH JPY3bSIMU, KOJUJIETaMH IO
paboTe - TO ecTh TeMH, KTO MMEET JOCTYI K
XPaHEHUIO KapThI.

[Tomumo 3TOrO, MOIIEHHUK MOXKET y3HaTh PIN-kox
neprkaTenss 0aHKOBCKOW KapThl, MOATIISIIBIBAS U3-32
€ro Imjeda, Moka TOT BBOJUT KOJ B OaHKOMare,
00 BO BpeMsl OIUIATHI TOKYIKH B Mara3uHe.

HOCHCI[HI/IG roabl 3JIOYMBINIJICHHUKH 4YallC BCCro
3BOHST PaXKAaHaM, MPEICTABISIACH COTPYIHHUKAMU
6aHKOB, Ha3bIBasg 110 UMCHHU — OTYCCTBY, U IPOCAT
COOOUIMTh JaHHbIe KapT. [lpum 3TOM MOTryT OBITH
HCIIOJIb30BAHLbI IMPOrpaMMbI IMOAMCHBI TCHG(bOHHBIX
HOMEPOB, BXOISIINN 3BOHOK MOXKET OIPEIeISThCS
y KIIMEHTa KaKk HoMep OaHKa.

JIJiss coBepIieHUs] MOIIEHHUYECTBA C KPEIUTHBIMU
KapTaMd MOTYT  HCIOJIb30BaThCs  (haIbIIMBBIC
0aHKOMAaThI 1100 nepeIeIaHHbIe CTaphble
OankomaThel. PasMemarorcs oHM B HauOoliee
OXKUBIICHHBIX MecTax. [lociie BBeACHHS KapThl H
PIN-koma Ha guciuiee Takoro OaHKoMara
MOSIBIISIETCS HAOIIKNCH, YTO JE€HEr B OaHKOMAaTe HET
WM 4TO OAHKOMAT HEHCITPABECH.

Taxxe MpecTymHUKH MOTYT HCIIOJIb30BaTh 0COObIE
YCTpOICTBa,  CUMTHIBAIOUIME HHGMOpPMALHIO €
MarHUTHBIX ToNoc  KapThl (ckummuHr). Kak
MpaBWwIoO, 3TO CHELMATbHO  H3TOTOBJICHHbBIE
KJIaBUATYPBHI, HAKPBIBAIOT
CYLIECTBYIOIIIHE.

KOTOPBIMHA

Hepenako MOIIGHHUKH Ui KPaXH JICHET
MOJIB3YKOTCA TNICUXOJIOTUYCCKUMU [MPpUCMaMHA
JUISl yTIpaBJI€HUSA JEUCTBUAMM uesioBeka. OHU
M300paKaloT  TOKyMaTeleld  aBTOMOOWIICH,
3eMENbHBIX YYacTKOB, JKUBOTHBIX, MeOEIH,
ONSKIBl ¥ JAp. Ha caiTax OecCIIaTHBIX
OOBSIBJIICHUI WM B COIMATBHBIX ceTsx. [lpum
3TOM OHM BCE HAXOMSTCS T/Ie-TO JalieKO, HO
JUIE TOTO 4YTOOBI BOXIICJICHHBIM TOBAap HE
npuodpen  KTO-TO  JPyrod, OHU TOTOBBI
MEPEeBECTH YacTh CTOMMOCTH WM  JIaXKe
MOJHY0 ~ CTOMMOCTh  HEMEIJICHHO  Ha
0aHKOBCKYIO KapTy IpO/aBIa.

OcHoBHBIE TIpaBHJIa 0€30MACHOCTH
JUIA BJIa/leJIbIEB IJIACTUKOBBIX KapT

1. Huxkorna m Hukomy He cooOmiaere PIN-
KO/l KapThbl, HC MHIIUTC €r0 Ha KapTe WU
JIPYroM HOCHUTEJIE, HE XPaHHUTE €ro psSaoM C
kaptoil. Beryuure PIN-koz.

2. Jost ONepaTUuBHOIO NoJIy4YeHus
uHopmanuu 00 onepanusix M0 pac4eTHOMY
cyeTy TIOAKIIOUNTE Ha TelaedoHe YCIyry
«CMC-onoBenieHue».

3. ObopatuBmuch B obcayxuBawimii Bac
0aHK, YCTaHOBUTE JUMHUT (AHEBHOMN) CHATHUSA
HaJIMYHBIX JCHEKHBIX CPEJCTB C KapThl.

4. He crecHsiiTecb 3aKpbIBaTh  OT
MIOCTOPOHHUX KJIABMATYpy OaHKOMATa BO
BpeMms BBoaa PIN-kona.

5. CHumaliTe JeHeXHble CcpeacTBa H
NpOM3BOAUTE ONepauMud MO0 Kapre B
OaHKOMaTax, KOTOpbIE PacIoOJIOKEHbI B oucax
0aHKa, pAIOM C HUMH, WM HaXOASIIUMHCS B
TFOCYJApCTBEHHBIX  YUPEXKICHMIX, KPYIHBIX
TOPrOBBIX LIEHTPaX U T.1.



